A MOTOROLA

Wireless LAN Portfolio

Secure mobile voice and data networks
for civil and military agencies




Motorola wireless LAN infrastructure

Common Criteria Evaluation Assurance Level 4 (EAL4) and
FIPS 140-2 Level 2 compliance for secure end-to-end wireless

Motorola’s comprehensive wireless LAN (WLAN) portfolio offers everything required to enable
seamless and secure real-time voice and data in Federal government agencies. Our standards-based
solutions are packed with innovative Motorola-only features and functionality that set the bar for secure
wireless LANs. Support for 802.11n allows the delivery of reliable high-speed wireless voice, video and
data. And only Motorola can enable the indoor and outdoor coverage required to extend your network
wherever it is required — throughout large administrative campuses, shipyards, military bases and
hospitals to Forward Operating Bases. As a result, on-the-move personnel remain connected to the
information and tools required to take immediate action, every minute of they day.

When you choose a Motorola wireless LAN, you can expect:

Best-in-class wireless LAN hardware packed with innovative Motorola-unique features

Built on Motorola’s Wireless Next Generation (Wi-NG) architecture, our wireless switches provide a single integrated
future-proof WLAN communication platform that delivers secure and reliable voice, video and data as well as support

for multiple RF technologies. Fully-featured adaptive mesh access points (APs) offer: a combination of secure wired and
wireless networking infrastructure; two modes of operation — as a standalone access point or adopted by a wireless
switch for centralized remote management; and the intelligence to adapt to the ever-changing RF environment, ensuring
uninterrupted toll-quality access without intensive IT monitoring. Our band-unlocked AP-7131 access point provides a
true wired network replacement, offering simultaneous support for client voice and data services, mesh networking
and/or dedicated wireless intrusion protection system (IPS) sensing for around-the-clock security. Finally, our secure and
resilient end-to-end WLANS offer a unique clustering architecture with 1:N redundancy, advanced self healing and remote
troubleshooting capabilities, delivering the unparalleled network reliability that your agency requires.

Gap-free security to protect the most sensitive data

Motorola’s innovative security features enable mobility in civil and military agencies. Your wireless infrastructure is as
secure as your wired infrastructure — which FIPS 140-2 and Common Criteria EAL4 validations provide. Features include
an integrated role-based wired and wireless firewall capable of stopping attacks at Layer 2 and Layer 3, a AAA Radius
Server for identity-based access, an integrated Virtual Private Network (VPN) and robust 802.1X authentication and VWPA2-
CCMP (AES encryption). Our best-in-class AirDefense Wireless Intrusion Prevention System (IPS) provides true wireless
peace of mind by enabling instant detection of any network attacks and the ability to instantly locate and eliminate

rogue devices before data is compromised. And Spectrum Analysis enables the automatic detection of RF interference,
allowing administrators to take action before network performance is affected.

Best return on investment (ROI) and lowest total cost of ownership (TCO)

Motorola wireless networks not only lead the market in security, performance and features, they also require far less
capital and day-to-day operational costs for an exceptional return on investment. Multi-function wireless switches and
access points substantially reduce infrastructure requirements, offering a greener and more cost-effective approach
to wireless networking. Our standard feature set includes advanced functionality, such as mesh, high-availability and
clustering as well as locationing — features that are often optional on competitive products. There are no access point
or feature licenses — so when you buy our products, you have the right to use all the integrated functionality. And
powerful management solutions are built on a common platform, enabling the creation of a complete single command
center that provides secure end-to-end control over virtually every aspect of your mobility solution — from WLAN

and wireless broadband infrastructure to your mobile devices and the applications and data resident on those devices
— maximizing system performance while driving TCO to a new low.



Enabling secure mobility in any size federal
agency for better information...better decisions
...and better outcomes.

Mobility in military operations

When military bases put mobile data access in the hands of workers, the result is improved
efficiency, accountability and accuracy in everyday processes. The ability to verify an identity
with the scan of a bar code ensures that only authorized personnel are granted access to

a particular area on base. A quick scan of a bar code on a truck, helicopter or the engine

of a ship or fighter plane can instantly return the maintenance history, repair procedures,
parts availability and other information required to ensure that the right service is performed
rapidly and accurately. An audit trail documents the work performed, who performed the
work, and when, improving accountability and ensuring dependable performance for mission
critical assets. In addition, bar code scanning and Wi-Fi locationing provide real-time asset
visibility, with very little or no human intervention, ensuring ample supplies of food, munitions,
weapons and more are always on hand and instantly accessible when needed.

Mobility in critical healthcare environments

For doctors and nurses in military and Veterans Affairs (VA) hospitals as well as medics in-
theatre, mobility can provide the tools required to deliver extraordinary patient care. Real-time
access to electronic medical records provides crucial patient information — such as medical
history, blood type and medication allergies. Access to online medical libraries and research
centers enables better decision making. The ability to order tests, view test results and order
medication in real-time improves the speed of care. Medication administration accuracy

is improved through the ability to scan patient wristbands and medication to ensure that

the right medicine is administered to the right patient, the right way and at the right time.
Laboratory technicians can print specimen labels right at the patient bedside, ensuring that
the right specimen is placed in the right container — and the right patient receives the right
diagnosis. And for medics in tactical medical forces out in the battlefield, the ability to capture
and transfer critical information at the point of injury allows future caregivers to be better
prepared when the patient arrives.

Mobility for civil agencies

In Federal civil agencies, there are millions of assets which must be tracked. Bar code
scanning and Wi-Fi locationing can enable the real-time tracking of everything from office
supplies, parts and tools to IT assets, evidence, critical files and documents with very little
human intervention, improving supply chain efficiency, preventing data loss and enabling
cost-effective compliance with accounting laws. In addition, facilities and vehicle fleets
require routine inspection, maintenance or repair. Real-time access to electronic work
orders, asset history, product manuals and more ensures service is performed on time,
better protecting the lifecycle of high-dollar vehicle fleets.

In addition, these facilities must be secured around the clock. In your facility or at a border
crossing such as an airport, security personnel can scan an employee badge or capture

a fingerprint to query databases and verify identity in seconds. The result is the instant
intelligence required to prevent the entry of unauthorized personnel into the country — or
your facility.
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Motorola AirDefense
Wireless Intrusion
Prevention System

Offers “a history of being early
to market with new security
features and provides the most
detailed event information on
wireless activity.”

July 2009 MarketScope for
Wireless LAN Intrusion
Prevention Systems

- Gartner Group

FIPS 140-2 Certified
AP-7131
Access Point

BEST OF

2009, WINNER

“This year's winners represent
the most innovative - and the
most effective - applications
for meeting the government's
changing needs.”

Wyatt Kash, Editor-in-Chief,
Government Computer News

FIPS 140-2 and
Common Criteria
EALA4 Certified
RFS7000

“We felt it pointed in the
direction enterprise computing
is headed: toward wireless
local-area networking. The
wireless switch advances an
entire technology.”

Government Computer News
- Best of FOSE Judge

Mobility in Military Operations
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Motorola’s end-to-end FIPS certified and secure mobility solutions easily scale to meet the needs of
any federal government agency. Extend cost-effective wireless voice and data throughout your literal
and virtual environment with this diverse portfolio — from the largest distributed environments to
mid-size and smaller remote sites.

Motorola has the
Greenest WLAN
Equipment

“Motorola emerged as the winner
in the Implementation category,
which represents the greenness
of a vendor's product portfolio.”
2008 Report:Green Wi-Fi, Data
Centers and Network Switches:
Who Are the Greenest Vendors?

- ABI Research



Motorola’s wireless LAN portfolio

Wireless Switches

FIPS 140-2 Certified RFS7000 Wireless LAN Switch

The FIPS 140-2" and Common Criteria (CC) EAL4? certified RFS7000 provides the security required to bring the power of mability to government agencies. The RFS7000 offers
unmatched performance, security, resiliency, scalability and manageability for any size facility, providing a single platform capable of delivering carrier-grade wireless voice
Product Overview and data for 8,000-96,000 users. Motorola's Wireless Next Generation (Wi-NG) architecture improves operational efficiency and reduces the cost of mability with a powerful
comprehensive feature set that includes Adaptive AP, Wi-Fi, seamless roaming, next generation self-healing, FIPS 140-2 certified connectivity, rich locationing services,
802.11n with Mesh, centralized management and more.

® Supports up to 256 AP300 802.11a/b/g dual radio access ports per switch and 3,072 per cluster
© Supports up to 1,024 Adaptive Access Points (AP-7131a/b/g/n) and 12,000+ per cluster
General Characteristics © FIPS 140-2 and Common Criteria EAL4 certified

® Supports up to 256 WLANs

© Supports up to 8,000 users per switch; 96,000 users per cluster

Gap-free Security

FIPS 140-2 Level 2 certified;

R Common Criteria (CC) Evaluation Assurance Level 4 (EAL4) certified, TAA compliant
Authentication Access Control Lists (ACLS); 802.1x/EAP — transport layer security (TLS), tunneled transport layer security (TTLS), Protected EAP (PEAP);
Integrated AAA/RADIUS Server with native support for EAP-TTLS and EAP-PEAP (includes a built in user name/password database; supports LDAP)
Encryption 802.11i; WPA2-CCMP (AES)
IDS/IPS Multi-mode Rogue AP Detection; Rogue AP Containment; 802.11n Rogue Detection; Ad-Hoc Network Detection;
Denial of Service protection against wireless attacks; client blacklisting; Anomaly Analysis Engine
Guest Access Secure Guest Access with AP300 and Adaptive AP-7131
24x7 Monitoring for

Premium Security Supported on the AP300 and Adaptive AP-7131

IPSec VPN Supports 3DES, AES-128 and AES-256 encryption; supports site-to-site and client-to-site VPN capabilities

NAC Support NAC support with third party systems from Microsoft, Symantec, Bradford Networks and InfoExpress

Role-based Wired/ . ) . . ) ) L

Wireless Firewall |dentity based Stateful L2-L7 firewall provides protection against DHCP spoofing and ARP cache poisoning

Geofencing Location based access provides physical security as an additional parameter to network security

Motorola Value Adds Pre-emptive roaming; fast roaming with opportunistic channel scan; load balancing; Power Save Polling (PSP); Virtual AP and location-based access control

Unmatched Reliability

QoS Vloice prioritization; wireless bandwidth management and user bandwidth contracts; WMM AC; SpectraLink voice prioritization; SIP CAC

High Availability Networks and Supports Active-Active and Active-Standby configurations; ensures high availability networks with single console management that provides multiple
Clustering levels of redundancy, increased scalability and failover capabilities; multi-platform license sharing enables deployment of cost-effective networks.
SMART RF Next generation self-healing: enables the WLAN to automatically and intelligently adapt to changes

in the RF environment to eliminate unforeseen gaps in coverage

Motorola's Independent Mesh Access Points (AP-7131a/b/g/n) can be deployed at remate locations yet centrally managed in the Network Operations Center (NOC) through the
RFS7000 (single switch or a cluster for scalability). An IPSec VPN tunnel secures all traffic between the access points and the wireless switch. Remote Site Survivability (RSS)
mesh access points deliver secure uninterrupted wireless service — providing unparalleled resiliency that survives a WAN link outage.

Adaptive AP with Site
Survivability and Mesh

Load Balancing and AP Steering Clustering enables not only a high level of redundancy, but also provides a load balanced network for large deployments

Best Return on Investment (ROI) — and lowest Total Cost of Ownership (TCO)

Integrated Network Services AAA server, DHCP server, NAT, Wired and Wireless firewall — all built-in at no additional cost
Ease of Installation Plug-and-play deployments for L2 and L3 save installation time and ongoing maintenance costs
SMART License Sharing Clustering capabilities allow for virtual license sharing among switches to provide highly scalable high availability networks

Warranty Hardware — 1 year; Software — 90 days

Recommended Services Service from the Start Advance Exchange Support; Wireless Infrastructure Device Software Support; worldwide support contracts available

1 Certification: http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401val2009.htm#10898
2 Certification: http://www.commoncriteriaportal.org/products_AC.htmI#AC
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Access Ports and Access Points
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Product Overview

The AP-7131 is the industry’s first secure high performance 802.11a/b/g/n Adaptive
Services Access Point that cost-effectively delivers resilient network services and
enables high performance mability applications in a Wireless Enterprise. The AP-7131
in a stand-alone or switch-managed adaptive mode provides 24x7 dedicated Wireless
IPS sensing, high speed client access for data, voice and video and mesh networking.
This integrated network-in-a-box delivers gap-free security services, unmatched
reliability and high performance at the industry’s lowest TCO.

AP300

Waorking in conjunction with Motorola's RFS7000 Wireless Switch, the AP300 Access
Port (AP) delivers robust and feature rich IEEE 802.11a/b/g connectivity. Adoptable

as either a Layer 2 or Layer 3 device, the AP300 can also be utilized as a sensor in
conjunction with Motorola's AirDefense Wireless Intrusion Protection System (IPS). Two
models offer greater mounting flexibility: an internal antenna model designed for the
carpeted space and an external antenna model that can be mounted above ceiling tiles.

General Specifications

Gap-free Security

Government Certification

 Dual radio 802.11a/b/g or a/b/g/n (configuration dependent); DSSS and ODFM
© 802.3af and 802.3at Power over Ethernet (PoE)

® Mesh networking

e Standalone or Adaptive AP mode

 Plenum-rated housing

e Up to 127 devices supported

® -4°F t0 122° F/-20° C to 50° C

 Desktop; wall; above drop and under-ceiling

FIPS 140-2 Level 2 certified;® TAA compliant

e Dual radio 802.11a/b/g

© 802.3af Power over Ethernet (PoE)

® Plenum-rated external antenna model

® Qperating temperature:

e |nternal antenna model: 32° F to 104° F/0° C to 40° C
 External antenna model: -4° F to 122° F/-20° C to 50° C

TAA compliant; for deployment with FIPS 140-2 Level 2 and Common Criteria (CC)
Evaluation Assurance Level 4 (EAL4) certified RFS7000

24x7 Wireless IPS Sensing

Supports gap-free detection and security with 24x7 dual band Wireless IPS sensing
and concurrent client access

Authentication

802.1x/EAP - transport layer security (TLS);
tunneled transport layer security (TTLS); protected EAP (PEAP)

Encryption 802.11i; WPA2-CCMP (AES)
Guest Access Secure Guest Access with onboard or external RADIUS authentication
IPSec VPN Supports 3DES, AES-128 and AES-256 encryption;

supports site-to-site VPN capabilities

Stateful Firewall

Stateful Layer 3 packet inspection; Stateful L2-L7 wireless firewall available in
Adaptive AP mode with Wi-NG platforms; Access Control Lists

PCI
Unmatched Reliability

Failover Adaptive Network
Services at the Edge

Out-of-the-box PCI capable

Layer 3 routing; 802.1Q VLAN trunking and tagging; AAA Server;
DHCP services; Dyn DNS; PPPoE

QoS

Voice prioritization; WMM; WMM uAPSD; 802.1p; DiffServ/TOS

Mesh Networking

Stand-alone mesh; Adaptive mesh; self-healing mesh failover;
Layer 2 wired to mesh failover

Adaptive AP with Site
Survivability

Full featured Access Point for local or remote edge deployments is centrally
managed by the RFS7000 Wireless Switch with Remote Site Survivability options
and full network and security services at the edge

WAN Connectivity/Failover
Best Return on Investment (ROI

Integrated Network Services
w/Network-in-a-Box

Dual Gigabit Ethernet for LAN/WAN connectivity and WAN failover options
) — and lowest Total Cost of Ownership (TCO)

Routing, security and network services integration eliminates point products
and appliances, saving significant capex and opex

802.3af Dual Radio High
Performance

Eliminates costly upgrades to PoE infrastructure

Mesh Networking

Eliminates expensive PoE infrastructure in greenfield deployments and
cost of cabling in hard-to-cable areas

Easy to Provision and Deploy

Takes 75% less time to configure than comparable enterprise AP offerings
in the market, reducing deployment and management overhead

Single Platform with Adaptive
ID for all environments

Warranty

Industrial grade design with Adaptive Facade provides one platform with a
single firmware to manage for all environments (carpeted or rugged) and all
scenarios (campus, edge, remote deployments in standalone or adaptive mode),
reducing complexity and overhead of deployment

Hardware — 1 year,

> Software — 90 days

Supports gap-free security with RFS7000 Wireless Switches,
including 24x7 dedicated Wireless IPS sensor

Supports unmatched reliability with independent access port mode
in conjunction with RFS7000 Wireless Switches;
does not offer standalone or adaptive network services

Supports the industry’s lowest total cost of ownership
with Motorola’s wireless switch platforms

(L]

Recommended Services

Service from the Start Advance Exchange Support;
Wireless Infrastructure Device Software Support;

worldwide support contracts available

3 In process, validation expected Q110

Service from the Start Advance Exchange Support;
worldwide support contracts available




Management and Security Solutions

Motorola’s powerful set of management applications enables administrators to easily execute end-to-end design, deployment and
management of all wireless LAN and wireless broadband network infrastructure.

OnePoint Wireless Management Suite

AirDefense Enterprise

End-to-end design, deployment and management of high performance wireless networks. \When it comes
to managing your Motorola wireless network infrastructure, One Point Wireless Manager is in a class by itself.
This single point of management leverages the superior visualization capabilities of Google Earth to provide
real-time macro- and micro-level views of your entire network — including wireless LAN (WLAN) and wireless
broadband equipment. Multiple layers of management consolidate control of the access, mesh and backhaul
layers. And its comprehensive management software components allow you to design, deploy, provision and
manage your entire network from a single screen.

Powerful planning tools including LANPlanner, MeshPlanner and PTP LINKPlanner take the guesswork out of
network design. LANPlanner offers an intuitive 3D interface with multi-floor building coverage visualizations and an
advanced RF performance modeling engine to enable the design and installation of 802.11 a/b/g/n wireless LANs
that deliver maximum performance at minimum cost. MeshPlanner's predictive design capabilities automate the
process of determining optimum equipment placement in the network, while taking into consideration the impact
of the physical environment on the wireless signals for outdoor wireless Mesh networks and point-to-multipoint
backhaul. And PTP LINKPIlanner accurately predicts achievable data rates for Point-to-Point links by factoring in the
terrain, obstructions between links, antenna heights and antenna type and size. For day-to-day management, the
Wireless Manager and RF Management System (RFMS) enable centralized and remote day-to-day management,
monitoring and troubleshooting of all wireless infrastructure, ensuring maximum network performance and uptime
— allowing you to look at the big picture as well as drill down to the smallest detail.

RF Management System: comprehensive centralized tools to automate planning, deployment, security
and management of your wireless LAN. Motorola's RFMS is a fully featured management solution that provides
extraordinary network and security control throughout the complete lifecycle of an enterprise wireless LAN
(WLAN) — including planning, deployment, day-to-day monitoring and troubleshooting. Highly scalable, RFMS
supports thousands of access ports and access points to meet your needs today and well into tomorrow. Tight
integration with Motorola's AirDefense Enterprise provides around the clock protection against unauthorized
access as well as cost-effective compliance with PCl and other government and industry regulations. RFMS also
integrates with Wireless Manager, providing a single interface for management of all wireless LAN and wireless
broadband infrastructure. The result is a powerful unified solution that enables comprehensive management of
all wireless infrastructure inside and outside the enterprise campus — including mesh, point-to-point and point-
to-multipoint products — all from a single console. The expanded visibility provides the information needed to
improve troubleshooting, issue resolution, performance and network availability.
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Around the clock security monitoring. Proactively protect your wireless network, mobile devices and traffic
from attacks and unauthorized access with Motorola AirDefense Enterprise, Motorola’s industry leading wireless
intrusion protection system. This dedicated scanning solution provides gap-free indoor and outdoor protection for
your wireless LAN users, with 24x7 monitoring of any 802.11 network in local and distributed environments. With
AirDefense Enterprise, your IT administrators have the tools they need to spot and instantly neutralize virtually any
threat, including the ability to identify and accurately locate attacks and rogue devices as well as lock down wireless
device connections. Built-in forensic support and industry standard reports for PCI, HIPAA, Sarbanes-Oxley, GLBA,
FDIC and DOD provide powerful tools that enable cost-effective standards compliance. An optional module is also
available, Advanced Troubleshooting, which proactively identifies wireless LAN configuration issues that affect
business-critical applications, providing IT departments with the ability to fix network configuration issues remotely.
Additional available modules include:

Motorola AirDefense Advanced Troubleshooting: Enables IT to remotely perform expert analysis of
wireless connectivity issues and end-to-end network testing practically eliminating the need to travel onsite
to troubleshoot wireless network issues — reducing wireless network helpdesk costs and operational
expenditures.

Motorola AirDefense Wireless Vulnerability Assessment: Improves network security by allowing network
administrators to remotely simulate attacks to identify vulnerabilities before a breach occurs.

Motorola AirDefense Spectrum Analysis: Interference from microwaves, Bluetooth headsets, wireless
cameras and cordless phones can range from minor to severe, yet these typically intermittent disturbances are
often troublesome and difficult to diagnose. Motorola AirDefense Spectrum Analysis brings a new level of cost-
efficiency to physical layer troubleshooting, automatically alerting administrators the moment interference is
detected, enabling proactive resolution before wireless performance is impacted.

Locationing Solutions

Real-time enterprise asset tracking — no matter what you need to track, or how you want to track it.
Available on Motorola's RFS7000 Wireless Switches, this software-based engine provides comprehensive
support for locationing solutions — including 802.11, RFID and third party offerings from industry leaders such
as AeroScout, Ekahau and Newbury Networks. Standards-based support includes the EPC Global ALE interface
for processing and filtering data from all active and passive tags, as well as the EPC Global Low Level Reader
Protocol (LLRP) interface for passive RFID tag support.



The Motorola Wireless Network Portfolio

As an acknowledged leader in integrating wireless technologies, Motorola offers
nearly 80 years of exceptional expertise in designing, deploying and managing
wireless networks around the world.

Our complete portfolio of wireless LAN infrastructure is built on an integrated
upgradable platform, allowing you to securely and seamlessly extend wireless
networking throughout a distributed environment — while centralized remote
control and built-in intelligence that continually and automatically tunes and heals
the network provide unsurpassed resilience and manageability.

WLAN is part of Motorola's comprehensive end-to-end portfolio of Wireless
Broadband solutions and services that extend indoors and out. These solutions
provide high speed connectivity that helps to enable greater situational
awareness, improved response and seamless connectivity to critical voice, data,
and video applications.

m MOTOROLA

Motorola, Inc.

1301 East Algonquin Road
Schaumburg, IL 60196
1.800.367.2346

www.motorola.com/federal

MOTOROLA and the Stylized M Logo are registered in the US Patent & Trademark Office. All other product or service names are the property of their respective owners.
© 2009 Motorola, Inc. All rights reserved. For system, product or services availability and specific information within your country, please contact your local Motorola office
or Business Partner. Specifications are subject to change without notice.

Part number: RC-29-100
Printed in USA 11/09.



